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15 Ways to Protect 
Your Business From 

A 

CYBER ATTACK

Don’t be a sitting 

duck to Cyber 

Criminals!!
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Five Functions 
of NIST CSF
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Product 
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Big corporations may grab the headlines…

…But small businesses have the most to lose in the 

aftermath of a data breach!
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Cyber tools are cheap, accessible, and 
easy to use

Access & Weapons are Available

Personal Identifiable Data is Available

Services are Available
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The average organization takes approximately

206 days to identify that an incident

has occurred

and 73 days to contain it.

The number one cause of cyber breaches 

are a company’s own employees!
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Organizations are devoting more time and resources to raising awareness 

about cyber threats, investing in security measures, and training their 

employees about the risks of phishing, malware, and weak passwords. 

1. Use two-factor authentication to log into emails, VPNs, databases, and important websites — it 

can prevent 99% of attempted account compromises, spam, & IP theft;

2. Use VPN when you’re not in the office or at home, especially when you’re somewhere with 

unsecured Wi-Fi or in a foreign country;

3. Don’t respond to any emails asking you for your passwords or other login credentials;

4. Never give someone remote access to your device, even if they say they’re calling from IT;

5. Double-check when clicking on links telling you to log into a company’s system — verify that the 

URL really is your company’s domain and that it has established a secure connection;

6. Don’t open suspicious attachments that you weren’t expecting to receive or that seem odd;

7. Enable full disk encryption on company’s devices and make sure they lock and require a 

password to access after being left untouched for five minutes;

8. Backup all important data, on a cloud-back storage AND a physical, offline backup system;

9. Never pay online extortion demands — it encourages crime and you might not get your data 

back anyway;

10. Be aware of any urgent online message or phone call with a request to provide money, gift 

cards, or personal information — take the time to verify things before responding. 

Cybersecurity awareness training
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Training, training, training…



Marsh & McLennan Agency LLC  6



Marsh & McLennan Agency LLC  7

“The greatest test lies not in the crisis itself but in the 

ways we respond”
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EU General Data 

Protection Regulation (GDPR)

California Consumer 

Privacy Act (CCPA)

Definition of 

Personal 

Information

Broad view of information “relating to an identified or identifiable 

natural person (data subject),” including individual’s location, 

IP address, cookie identifier, RFID tags, political opinions, racial 

or ethnic data.

Broad view of consumers’ personal information (PI). 

Excludes de-identified and aggregate PI and publicly 

available data.  Exempts PI collected by a business in 

certain employment situations until 1 January 2021.

Jurisdiction/

Applicability

Extraterritoriality: Applies to all entities that process personal 

data of EU citizens, regardless of where they reside or where an 

entity is located. 

It harmonizes data protection rules across all 28 EU member 

states. It also regulates the transfer of personal data outside the 

EU.

Extraterritoriality: Applies to all businesses that 

collect or sell California residents’ PI, whether they are 

located in CA or a different state/country, AND that 

either: 1. earn $25M/year in revenue; 2. buy or sell 50K 

consumer’s records each year; or 3. derive 50% of their 

annual revenue by selling Californians’ PI.

Consumer 

Protections/

Rights

Consumers have control over their data. They should be able to 

monitor, check and, if desired, delete (right to be forgotten) 

any information pertaining to them. Consent must be given in an 

easy-to-understand, accessible form, with a clear written 

purpose for the user to sign off on, and there must be an easy 

way for the user to reverse consent.

Consumers have control over their data. They have a 

right to know what data is being collected, how it is 

being used, and decide if it can/cannot be shared or 

sold, including from data brokers — businesses that 

collect and sell to third parties the PI of a consumer 

with whom they do not have a direct relationship. 

Risk-based 

practices

Entities must provide a “reasonable” level of protection for 

personal data, including pseudonymization and encryption of 

protected data; appoint a data Protection Officer (DPO); conduct 

a Data Protection Impact Assessment (DPIA).

Businesses must implement “reasonable security 

measures” to safeguard Californians’ PI, and include a 

link that says “do not sell my data” at the bottom of any 

page where they collect PI.

Breach 

Notification 

Requirements

Data breaches that could “result in a risk for the rights and 

freedoms of individuals” must be reported within 72 hours of 

discovery. Data processors are required to notify consumers 

“without undue delay.”

The California breach notification law requires entities 

to report a breach within 45 days. 

The CCPA includes a private right of action against 

businesses that suffer data breaches.

Enforcement 

& Penalties

Each EU Member State designated a supervisory authority 

responsible for monitoring the application of GDPR within its 

territory.  Breaches can cost up to 4% of annual global 

turnover or €20 million – whichever is greater – for violation of 

GDPR’s requirements.

Businesses that violate the CCPA will be liable  for up 

to $7,500 for each intentional violation. Breaches can 

cost up to $750/consumer/incident or actual damages 

– whichever is greater – for failing to adopt reasonable 

data breach security practices. 10



Cloud Vendors-Service Organization Controls 

» Audit Report on Controls at a Service Organization.

» Provides detailed information and assurance about 
the controls at the service organization. 

» Intended to meet the needs of a broad range of users

» SOC-1: Internal Controls relevant to Financial 
Reporting

» SOC-2: Security (Availability, Confidentiality, Processing Integrity, 

Privacy)

» Restricted Use Reports (exception: SOC-3)

» Type I Reports and Type II Reports
1
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Service Organization Controls 

» Type I Audit Report on Controls at a Service Organization.

» Report on Controls Placed in Operation as of a point in 
time.

» Are systems/controls fairly presented? 

» Are controls suitably designed? 

» Type II Audit Report on Controls at a Service Organization.

» Report on Controls Placed in Operation and tests of 
Operating Effectiveness over a period. 

» Includes testing on a sample basis.

» Includes results of testing. 
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Simplifying SOC-2

Security

Confidentiali
ty

Availability

Processing 
Integrity

Privacy
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» Security (32 Mandatory Criteria) – Criteria and controls to protect against unauthorized access or 

disclosure of information, and damage to system that could compromise the ability to meet your 

commitments. 

Must be included in any SOC-2 Audit. 

» Availability (+3 Criteria) – Criteria and controls to assure the system is available for operation, use and 

retention. 

Think: Data Centers and SaaS providers.

» Confidentiality (+2 Criteria) – Criteria and controls to assure information designated as confidential or 

nonpublic is protected to meet your commitments. 

Think: Law Firms, Mortgage Processors, Credit Bureaus, Health / Benefit Plans. 

» Processing Integrity (+5 Criteria) – Criteria and controls to assure that system inputs, processing and 

outputs are complete, valid, accurate, timely, and authorized to meet your commitments. 

Think: Payroll Providers, Data Integrators, Big Data, AI and Machine Learning

» Privacy (+18 Criteria) – Criteria and controls to assure that personal information, typically that which is 

subject to privacy regulations, is collected, used, retained, disclosed, and disposed to meet the entity’s 

objectives. 

Think: Healthcare or Financial Services

Simplifying SOC-2


